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Google Cloud #2105 ?

MBERER Google REFNFBIFZ— » MWIFEMNHEEEFIRILEST - Google EiBI
TIRA > BEEERTLEY BHS -

1. HRENEN > BETEAEHIE -

2. Google AEHREHERAM Google Ads °

3. FRENMNISERER » Google BE<FEPAFRAI » MEERIIE%E (W0 : GDPR) -
4. Google AEHEEFER -

5. EFIAEMIAE/FET L > ZERENVERE EMES B -

Google ZZ[RAI

Security of the Cloud
RICFMERERNRFIER/IVERRTE -

Security in the Cloud
A Google Cloud T EE&ERHEZEMN D EHE -

B Security Command Center
B Cloud Armor CAMP (WAF/ML based protection)
B Certificate Authority Service (Private CA/PKI)

Security anywhere
EEERIEPE T UAERNLZZ B -

B Chronicle (XDR/SIEM)
B reCAPTCHA Enterprise (Anti-bot)
B BeyondCorp Enterprise (Zero Trust)



https://cloud.google.com/security-command-center
https://cloud.google.com/armor/docs/adaptive-protection-overview
https://cloud.google.com/certificate-authority-service
https://cloud.google.com/chronicle
https://cloud.google.com/recaptcha-enterprise
https://cloud.google.com/beyondcorp-enterprise

BEHFHE

AERBENHR  SEREEERE—BEEEERZ - FB Security of the Cloud (EXAEHN%E
%) K Security in the Cloud (E€ENEZE) HERIRMEIZEZNETESD - Google #%
REEAGEARE - ENPOMERNETE - BRERRERTEET - MEXHFERER
cEEEEANTEZER » MERNFRRERNIZEE - HERR > MECERTNENKR
ER%ZE ; Google AR HENRIEEFI{ERMIE MM infra _E“HE%E’BC% 5 B8 225 2R R - 1%
BT —aEE  BEEHRT—M Web Server > BMENEIMESEMNEREAR EE
HAEENER - BERH#TUBENESEERK (frewall) ; T Google E’]EEE‘JE%“E%E?@F%%
WIFRRSRBEUREERABNRRE > BEREMREHT IR ABENENNZES - BA
 BERBHEEFAREERE - FHENATUSETHE -

On-prem laaS PaaS SaaS

Customer
Responsibility

Content

Access Policies
Usage

Deployment

Web App security
Identify

Operations

Access and auth.
Network sec.

Guest 0S, data & content
Audit logging

Network

Storage + encryption
Hardened Kernel + IPC
Boot

Hardware




Google Cloud ZZ2f#RFE

e o Control services through native policies
Leverage Google’s network

for HA/DR and isolation ~ ®

Protect internet-facing

e —— e
applications
Enable detective controls with
logging and cloud native tools e
99ing Cloud ype Protects data withina
. . identity g¢ security perimeter
Unify identity, enable 4 and IAM
segregathn .Of duties and Protect data and applications
least privileged access DLP

with encryption and
redaction

Google Security FIIRTFEERE - = H LA REOESEHE BN BIE -

HEF A > Google LABRHERRIZE IAM (Identity & Access Management) ABEZEREIZO
o [@IMER TEZUWMARERE - HREMESHERFBHEEAEHE@BNERSRTE » MR
SMEBIHY Organizational policy (AB#IER) MEEIEEE(EAAL A o K FENRIBER -

UTEHHIZIEARNZZERRRHARNERLT R > BHEFRRENRATIRRIFRES

Cloud Armor

£ Google Cloud HWIABREFHEMRTIFF - REFEIENRE Cloud Armor e Cloud Armor &
Google Cloud FriRtHIERAREFRI NG (WAF, Web Application Firewall) - $&fic HTTP(S)
Load Balancer {8 - 121t Layer 7 B9IREERHE -

¥ Layer 3~4 HIAEEENER > Google Cloud B Proxy based Load Balancer? BRIt
anti-DDOS HIRAER! > a0 : SYN /K% (TCP SYN floods) * DNS HAIZE (Amplification
attacks) & - L AHRIMNBHERTE ©

Cloud Armor AIAFIAREZEMBIER (security policies) KX ERE » UIEB AN H R RER
EHEIBEWEEZNFIETGRE - f120 : RIBWRER B SEIRE - HihiEiE ; 2 header AR
i8A user-id EEZHHMEEEINSE. . BEZNERESEHFUBES .

BRIEEZ 5 > Cloud Armor thig{f T TR E ZRAIRRA » FIARE I E ¥ OWASP +KERINEM
RIRE « ARAIELE - ERFATERNRA > FRAANNIFEEEE - RBFEEREEBERMT
MA—RELUTRIRR > BIRTERETTAL °




evaluatePreconfiguredExpr('xss—stable', ['owasp-crs-v020901-id981136-xss',
‘owasp-crs-v020901-id981138-xss'])

B2 ZRIRSHBHEN logd] B - thE2]LUEBTRTE RV EIERMEIRHIE -

£ 2021 &> BIRMETUT=EEEEH > & Cloud Armor RIS X E F—E1E :

1. $EEERH (rate limiting) AYTHAE

DSRRSERNRATTHENMRERARER » BRASERFZERITER - UHHEEERE
AYTZERHE -

2. HrE R ANERTZERNFS# (Cloud Armor bot management) (beta)

LEINEE RIFHIEE R T reCAPTCHA Enterprise - :B48UARZEE RILAST ¥ reCAPTCHA f2f#
MEIESHORE RS BN e ETBHRER -

3. BENRAEAFH &S (Adaptive Protection)

AERAEAKIIMNKREE R > BBRAKHEREHHERENZINE 7 EBWN
DDoSKE - 38 Al LMRIBR A H KRS RIB 2 2 M EURZ 2 AR T FBRORHE - A KR D
AIBERM -

Security Command Center

Security Command Center (LA T8 SCC ) £Google Cloud WEZZ2MHEAGERFS -
FRETIER SCC EFEEMNERIR - —IREIEEAT Google Cloud HFERIFHIERMIR -
EEARERTE (BINERFABEX) SRR SEERNIER

SCC E#t#t Google Cloud #HBIRMIFTE BRAMEERVIRE > AISHITEASESER
HI1T% -

SCC RN TI{EE @I ERRRME BIIRE -

RERELE - St R EERFABBANREME S AREE - HIA0 : service account HIHEIRIE
K> ARHERIMERRR ; E VM REBIKERBREERS > EEEENINERA - I
HHERNA B ERMUERNOME -

EEEERAIEMN - BNt EITABAMA EENRBERMNT -




f&#z/a R (Compliance) — BRitt¥t CIS 1.0, 1.1, 1.2, PCI-DSS, ISO, NIST &% H&HR4
 EEEAHENRE -

MR B ESHE - FEEM ETD (Event Thread Detection) & KTD (Container Thread
Detection) miEEIZ AT, -

B ETD (Event Thread Detection) : #BhEiZ4A8 N EREEEEE Malware / INFEE
#3ZH& Cryptomining / SSH £ IX% Brute force SSH / & A DoS Outgoing
DoS / EEWNE D HEFIEEIER 174 IAM anomalous grant / EH#1F8EY Data
exfiltration HHEE

B KTD (Container Thread Detection) : #BN{&E:8I container AR EREMIT _EMFE
/&N IEEEEE /shell script Zi8&E

B s S EAR/ MR B B RIFTER R A log Eil 0 SCC TMREZZMMREDT
(Security Health Analytics) $H¥E2E 8 log S E2FERITEHE—TRIER -

BENEBAEHREBNEREDE web BRFEIRIARTS - thAILARA web security scan—
ner XM BEEHR/FEAERNFH > FEREIEBAEAZSESATEHE OWASP 1558,
AR °

RIES—IRNE > REFER Google Cloud BRFBM B MEEREEMA SCC %Mk > B
X iR LURERDROINEE - B - EBREREBERBIMEHESFRINBEBEIEEMN » et
BINVERERRHFR A ENINEE -

BeyondCorp Enterprise

Zero-Trust EEESEE—MFHNRIBRE (% - FITER - Zero-Trust PXHEDBZ(E
T BRREEEAERT » FHHERMN request IR A KIBIRE - MRARESERN request o

Zero-Trust Bfolifi1T ? REAEIEHME > ARBERLE/RIELIF > XENERREEZE
AT/ EFEENRERENALE » RIS ERSMANN AR ARIERT -

7£ Google R} » EBERZSERM—EREITE Zero-Trust WER » EMZEEE S
BT BeyondCorp iE{EEGR °

BeyondCorp Enterprise (LA T 5% BCE ) #B){E 3 /AN E in Bt ¥ inBaR0IEE » A TFER
. AERENRE > EERELPEBIZIE - AN EBH BRI/ ERIZEHTIMEIE
. IBHIRpEE -




BCE AIMSFEREZERENMERERBEEEMNEAE  FHRIMIAMSELEMT

& > MALMEREHAY VPN -
BCE RHE—FA - FEVEIZEBER « FEUE Proxy » MRAMEREEEE SERAEREY

21 - [RANGDT -
B RFBFDEAFHOERNERRE

[ | ffﬁﬂgﬁﬁﬁ%)iﬁzéﬁﬁ’ﬁfﬁE%E%‘;T?Z%HEE‘%T ERfE
B AEREFIREERT » SENRLBERE - RERINERER

Zero trust security for your organization 3

Internal web apps and VMs
hosted on Google Cloud

o0 :
R Endpoint Network Cloud ﬁ

Employees
Internal web apps hosted on

O other clouds
i - > = A

b BeyondCorp Enterprise

Contractors
SaaS
i Applicati
ﬁ Threat and data Proxies and Enforces access pplications
protection built-in to protects policies based —
Partners the Chrome browser traffic from the on identity & c _I
internet context

Internal web apps hosted
on-premises

A EEERER - IMRIBAVAEEEE L ERERET > chrome BIBRME §+¥1,u\t1§;‘SZ'FEEEﬁ
ERMREI EEE - B ERFEUAE DLP (Data Loss Prevention) API HIZIHSIEERIFIE - 38

EREFEEMH LG/ TEHESIEEN -

EETRERED > ATHE DDoS WEE » Google 7EZ tH5RiBiB200MER R HIiHB4EE
(Edge locations) B5A ¥ BRI L ZEAHE -

REEIEFBEE MM ERE 28R - Google {AEIRIE Google Workspace (or Cloud
Identity or Cloud IAM) BIE%7E » HERERE ZBHIERRTT BERFF request B - EERIIARR

A —]

TERIEENER/ FHERE > TEBERBEARRK G FEREEE ZTTHRENRE °




reCAPTCHA Enterprise

reCAPTCHA EERISEIMEFRELHPIBBETE » &€ 2007 B9 v1 JEEZRI 2018 Y v3 » B
Fl 2020 FE#H T Enterprise HIRRZS -

<script
src="https://www.google .com/recaptcha/api. js?render=r
@CAPTCHA_site_key"></script>

<script>

grecaptcha. ready(function() {
I e eLanTLA
N pt
SO e .+
- Ly
' Mobile SDKs
reCAPTCHA v1 reCAPTCHA v2 reCAPTCHA v3 reCAPTCHA
(released 2007) (released 2012) (released 2018) Enterprise

(released 2020)

Enterprise BRTIRBRER (v1/v2/v3) HIRLBRIRS LR AR BESHIRIEIN - BINERME
T R KITE

B BENERIFESRITA - A0 : RFEEEFTE (credential stuffing) ~ IRFE#EITS

(account takeover) (ATO)

B ERDH (Risk Data) : RIBERENHERETS > SREHENERIH > FE
IR EERERERE D BETHERNEE > AU : AROBES - IFEBREREE
17 ZBHERERFE (2 factor authentication, 2FA) » R Z HiZHHZERENRETS -

B EHETENRE (I0S / Android) 12 HtE¥1fERY mobile api :E{EMERIRSERFIINE £ —
=

#Hh > MBEHRT/BRENBAIAE Google thEZ W LMER » +D#RE -
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[1] https://cloud.google.com/privacy
[2] https://cloud.google.com/load—balancing/docs/choosing—load—balancer#ddos
[3] https://cloud.google.com/load—balancing/docs/https#open_ports
Even without a Google Cloud Armor configuration, Google infrastructure and GFEs
provide defense—in—depth for DDoS attacks and SYN floods.

[4] https://cloud.google.com/armor/docs/rule—tuning#preconfigured_rules
[5] https://cloud.google.com/armor/docs/configure—security—policiesttsample—expressions
https://cloud.google.com/armor/docs/rules—language—-reference



https://cloud.google.com/privacy
https://cloud.google.com/load-balancing/docs/choosing-load-balancer#ddos
https://cloud.google.com/load-balancing/docs/https#open_ports
https://cloud.google.com/armor/docs/rule-tuning#preconfigured_rules
https://cloud.google.com/armor/docs/configure-security-policies#sample-expressions
https://cloud.google.com/armor/docs/rules-language-reference
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